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TEAM INFORMATION

Team Name: /4 w C:/V

Results Email:

2

r 0% to %/ o8

Examination Time Frame:

Description: Compare the MD5 hash value of the files located in the main folder 102_Hash_ Analysis_
Challenge2008 subfolders ‘Files_From_Hard_Drive’, ‘Files_From_USB1’, ‘Files_From_USB2’, and
‘Files_From_USB3’, to determine which files are exactly the same in each of those separate folders. Report
the folder, filename, and MD5 hash value for matching files and a detailed explanation of your process
(software or technique) used to examine and determine your results.

Report the exact registry key path, any additional entry information, the detailed explanation of your process
(software or technique) used to examine and detect the information

Total Weighted Points: 20 Total Points available per entry — Total 100 Points Available

1. Answers — Fill in the chart below with your findings. As a Forensic Challenge, consider that your
answers will have to have enough detail for the Findings and Methodology of your examination to
salisfy questioning in a court of faw.

2. Methodology — Provide a meticulously detailed explanation of your process. Be sure to include
a step action that our reviewers can follow to reproduce your work for authenticity including tools
and techniques.
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Challenge Number: 102-Hash Analysis
Tool Information

Type Name Publisher

C Commercial (¢ Open Source  Python Python Software Foundation www.python.org

C Commercial € Open Source

C Commercial C Open Source

(" Commercial C Open Source

C Commercial (" Open Source

Notes

This script uses the 'md5' and 'os' libraries built into Python. The first loop of the script creates and fills a list
(‘'myfiles’) with the relative path names of each file along with their respective md5 hex hash values, for
example

myfiles[1]=('Files_From_Hard_Drive\a1.JPG', '0xObab56144...").
With these hash values obtained, the next loop compares the hash of each file to the hash of every other file,

The output of this operation goes into 102_hash_analysis.out, displaying each file, it's md5 hash, and every file
that has a matching hash value.
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D:\DC31102_Hash_Analysis_Challenge2008\102_hash_analysis.py Wednesday, Octobg.tr 01, 2008 10:13 AM

# 102_hash_analysis.py

# Team AWGN

# Written by Graham Eschbacher
# April 30, 2008

import md5
from os import walk, chdir
from os.path import join

workdir = r'D:\DC3\102 Hash Analysis_Challenge2008'
chdir (workdir)
myfiles = []

# create list containing relative path names of each file, along with their respective hashes
for root, dirs, files in walk(''):
for name in files:
thisfilename = join(root,name)
data = open(thisfilename, 'rb')
myfiles.append([thisfilename, mds5.new(data.read()) .hexdigest()]1)
data.close()

# compare hashes of each file to that of every other file; output to output file
output = open('102 hash analysis.out',6 'w')
for lecvl in range(len(myfiles)):
output.write(myfiles[lcvl]l [0] + ', MD5 = ' + myfiles[lcvl][1] + ' Matches:\n')
for lcv2 in range(len(myfiles)):
if lcvl <> lcv2:
if myfiles[lcvl] [1] == myfiles[lcv2]l[1]:
output.write(myfiles[lcv2] [0] + '\n')
output.write('\n')
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D:ADC3V Dz_Hash_;f\_nalysls_C_hal_ler}ggZE_lUB\'tU_z_hash_analygis.out W:_edne§c_la_y_. Qctpber 01, 2008 10:10 AM

102_hash_analysis.out, MD5 = 85235c8126bccla4l75cal9c08ebcff3 Matches:

102_hash _analysis.py, MD5 = 5ae7eb0227290blbbaf916f5c86b053d Matches:

0bab561444f39ff6129%acd2ee07733eb Matches:

Files_From_ Hard Drive\al.JPG, MD5
Files From Hard Drive\a2.JPG
Files_From USB2\238.JPG

Files_From Hard Drive\a2.JPG, MD5 = 0Obab561444f39ff6129%acd2ee07733eb Matches:
Files_From Hard Drive\al.JPG
Files From USB2\238.JPG

Files_From Hard Drive\a3.JPG, MD5 = bbe2091bé6c7f747a197e6f5fbdba8073 Matches:

Files From Hard Drive\bl.JPG, MD5 = 5a369015e52a858990af0f3bb137db40 Matches:
Files From Hard Drive\b3.JPG

Files_From Hard Drive\b2.JPG, MD5 = 6973bbfb8af88b890060a256c056c4db Matches:

Files_From Hard Drive\b3.JPG, MD5 = 5a369015e52a858990af0£3bb137db40 Matches:
Files_From Hard Drive\bl.JPG

Files_From Hard Drive\cl.JPG, MD5 = 5b47cb5c2521c78b6l7aléfeablbf7c3 Matches:
Files_From Hard Drive\c2.JPG

Files From Hard Drive\c2.JPG, MD5 = 5b47cb5c2521c78b6l7alé6feablbf7c3 Matches:
Files From Hard Drive\cl.JPG

Files From Hard Drive\c3.JPG, MD5 = f24e6993af6b658d77d394eeb088a25d Matches:
Files From Hard Drive\dl.JPG, MD5 = 5da44a85aa463764cdbl3958c7b4el2e Matches:

Files From Hard Drive\d2.JPG, MD5 = 947207cd5dc0572d404d5af2645f62b0 Matches:
Files From Hard Drive\d3.JPG

Files_From Hard Drive\d3.JPG, MD5 = 947207cd5dc0572d404d5af2645f62b0 Matches:
Files From Hard Drive\d2.JPG

Files_Prom__Hard_Drive\el.jpg, MD5 = b34fd5973f9229%e99%ef64577aff6%9a3 Matches:
Files From Hard Drivele2.jpg

Files_From_ Hard Drive\e2.jpg, MD5 = b34fd5973f9229e999ef64577aff69a3 Matches:
Files From Hard Drivel\el.jpg

Files From Hard Drivele3.jpg, MD5 = eebe45b91492379dcdea6eldbb7a5c37 Matches:

Files From Hard Drive\fl.JPG, MD5 = 294889d9f8d246eecac8ffdb7eeb3796 Matches:
Files_From_ Hard Drive\f2.JPG
Files_From_ USB2\100.JPG

Piles_From_Hard_Drive\f2.JPG, MD5 = 294889d9f8d246eecac8ffdb7eeb3796 Matches:
Files From Hard Drive\fl.JPG
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D:\DC3\102_Hash_Analysis_Challenge20081102_hash_analysis.out
Files_ From USB2\100.JPG

Wednesday, October 01, 2008 10:10 AM

Files_From Hard Drive\f3.JPG, MD5 = d5f7e0afdf51b941876ccb83a2127561 Matches:

Files From Hard Drivel\gl.JPG, MD5 = c77e9a7flldc251fb4e533d83afl4a75 Matches:
Files_From_Hard Drive\g3.JPG

Files_From Hard Drive\g2.JPG, MD5 48e171292eebcab62c2781d4bdbl5clc Matches:

c77e9a7£11dc251fb4e533d83af14a75 Matches:

Files_From Hard Drive\g3.JPG, MD5
Files_From Hard Drive\gl.JPG
Files From Hard Drive\hl.JPG, MD5 851fb65c98bb6lead9f25be37c56c4c4 Matches:
Files From Hard Drive\h2.JPG i

Files_From_USB2\112.JPG

Files_ From USB2\279.JPG

Files_From Hard Drive\h2.JPG, MD5 = 851fbé65c98bb6lead9f25be37c56c4c4 Matches:
Files From Hard Drive\hl.JPG

Files_From USB2\112.JPG

Files From USB2\279.JPG

Files_From_ Hard Drive\h3.JPG, MD5 = 2c57547e90597e0418460c4708a184f5 Matches:

Files_From Hard Drive\jl.JPG, MD5 = eld0dB8e3143a7927d8fb5a54f73e9f00 Matches:
Files_ From Hard Drive\j3.JPG

Files From Hard Drive\j2.JPG, MD5 = 8a84c3ee0063f127025116fa3c2bdé6ed Matches:

Files_From_Hard Drive\j3.JPG, MD5 = eld0dB8e3143a7927d8fb5a54f£73e9f00 Matches:
Files From Hard Drive\jl.JPG

Files From Hard Drive\kl.JPG, MD5 = 3clce3c42281bl0c45f9129ede4de242 Matches:
Files_From Hard Drive\k3.JPG

Files_From Hard Drive\k2.JPG, MD5 = facfl7a85d62ab50fc6f305£f60dc0la0 Matches:

Files_From Hard Drive\k3.JPG, MD5 = 3clce3c42281bl0c45f9129ede4de242 Matches:
Files From Hard Drive\kl.JPG

Files From USB1\100.JPG, MD5 = 7c3712595a6ff5cb947e53a6ec211831 Matches:
Files From USB1\116.JPG, MD5 = 354e987e6711lcl0a%a39%c5ccf5624791 Matches:
Files From USB1\120.JPG, MD5 = 078e8b4829d5e40a99587326a3c7cféa Matches:
Files From USB1\187.JPG, MD5 = fel433adcba7bed8ea322012b30d3ea2 Matches:
Files From USB2\100.JPG, MD5 = 294889d9f8d246eecac8ffdb7eeb3796 Matches:

Files From Hard Drive\fl.JPG
Files From Hard Drive\f2.JPG
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D:\DC3\102_Hash_Analysis_Challenge2008\102_hash_analysis.out

Files_From USB2\110.JPG, MD5

Files From USB2\112.JPG, MD5
Files From Hard Drive\hl.JPG
Files_From_Hard Drive\h2.JPG
Files_From_ USB2\279.JPG

Files_From USB2\113.JPG, MD5

Files From USB2\116.JPG, MD5
Files_From USB2\119.JPG, MD5
Files_From USB2\120.JPG, MD5
Files From USB2\131.JPG, MD5
Files_From_USB2\147 .BMP, MD5
Files From USB2\158.GIF, MD5

Files_From USB2\1792.BMP, MD5

Files From USB2\238.JPG, MD5
Files_From Hard Drive\al.JPG
Files_From_Hard Drive\a2.JPG
Files From USB2\279.JPG, MD5
Files_From Hard_Drive\hl.JPG
Files_From Hard Drive\h2.JPG
Files_From USB2\112.JPG

Files_From USB3\100.JPG, MD5
Files_From USB3\187.JPG, MD5

Files_From USB3\238.JPG, MD5

Files From USB3\279.JPG, MD5

61b62123£63a39924a930cc0650d1b70

851fb65c98bbelead9f25be37c56c4c4

44ded0762e0664a2519e884eb56265e3
a44bllbOeeff480ab50c58a49fffede?7
b6a297dlcbbe35af84b9fa726c20a717
4aaal3dlabl51lcc796659cbbla5873dc
ad754f1ba258c914e0c0llaaac82b580
3457578af62cb256ad7dc90fef3c8bes
960cd0a53fef85£09e0620018f4bfa26
e584e9a4f38d3533c0431aflcS1b2e0f

Obab561444f39ff6129%9acd2ee07733eb

851fb65c98bb6lead9f25be37c56c4c4

l4f9%aace513571af3d52c2b7ee65435¢
975f191970cf518274e230297b6db0bl
9f9f25a246b51f7c5b449a93b2f766db

92a0b835ec95f020c7al1064a6748754a
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